Supplemental Agreement between the
Quogue Union Free School District and

Alied Universal Security Services

Supplemental Agreement dated this 1 day of July 2024 between the Quogue Union Free
School District (the "District"), located at 10 Edgewood Road Quogue NY, 11959, and Allied
Universal Security Services (the "Contractor”) located at 229 West 36th street, 12th Floor

New York, NY 10018.

WHEREAS, the District and Contractor have entered into a contract or other written
agreement (hereinafter the "Agreement”) whereby the Contractor may receive Student Data or
Teacher or Principal Data. as those terms are defined in Education Law §2-d and 8 NYCRR

121.1; and

WHEREAS the District and Contractor wish to enter into an agreement in order to
comply with Education Law §2-d and 8 NYCRR Part 121 (herehlafter "Supplemental

Agreement”),

NOW THEREFORE, in consideration of the mutual promises below, the District and
Contractor agree as follows:

I.  Defined Terms: Unless otherwise indicated below or elsewhere in this Supplemental
Agreement, all capitalized terms shall have the meanings provided in Education Law §2-d and
Section 121.1 of the Regulations of the Commissioner of Education (hereinafter

"Regulations).

a "Educational Agency" shall generally have the same meaning as the term
Educational Agency at Education Law §2-d(I)(c) and Section 121.1(f), and in
reference to the party to this Agreement shall mean the Quogue Union Free School

District

» b. "Third Party Contractor shall mean any person or entity, other than an Educational
Agency, that receives Student Data or Teacher or Principal Data from an Educational
Agency pursuant a contract or other written agreement for purposes of providing
services to such Educational Agency, including but not limited to data management or
storage services, conducting studies for or on behalf of such Educational Agency, or
audit or evaluation of publicly funded programs. With reference to this agreement,
"Third Party Contractor” shall be synonymous with "Contractor” and shall also include
any and all subcontractors, persons or entities with whom the Contractor shares
Student Data and/or Principal or Teacher Data pursuant to a contract or other written
agreement for purposes of providing services to such Educational Agency, including
but not limited to data management or storage services, conducting studies for or on
behalf of such Educational Agency, or audit or evaluation of publicly funded

programs.



c. "Student' means any person attending or seeking to enroll it1 an Educational
Agellcy.

d. "Student Data" means Personally Identifiable Information of a "Student.”

e "Eligible Student” means a student who is eighteen years or older.

f "Parent”, means a parent, legal guardian, or personal in parental relation to a
student.

g "Building Principal" or "Principal” means a building principal subject to annual
performance evaluation review under Education Law §3012-c.

11.  "Classroom Teacher" or "Teacher" means a teacher subject to annual
performance evaluation review under Education Law §3012-c.

1. "Teacher or Principal Data" means Personally Identifiable Information from the
records of an Educational Agency relating to the annual professional performance
reviews of classroom teachers or principals that is confidential and not subject to
release under the provisions of Education Law §3012-c.
Js "Personally Identifiable Information" shall have the following meanings:

i. As applied to Student Data, shall mean Personally Identifiable
Information as defined in 34 CFR 99.3 implementing the Family Educational
Rights and Privacy Act (FERPA)

ii. As applied to Teacher or Principal Data, shall mean Personally
Identifiable fufolmation as that term is defined in Education Law §3012-c.

k. "NIST Cybersecurity Framework" means the U.S. Department of Commerce
National Institute for Standards and Technology Framework for Improving Critical
Infrastructure Cybersecurity (Version 1.1). A copy of the NIST Cybersecurity
Framework is available at the Office of Counsel, State Education Department, State
Education Building, Room 148, 89 Washington Avenue, Albany, New York 12234,

2. The District has developed the Parents Bill of Rights for Data Privacy and Security,
the terms of which are applicable to the Agreement between the District and Contractor and
are incorporated into this Supplemental Agreement. The Parents Bill of Rights for Data

Privacy and Security states:

PARENTS' BILL: OF RIGHTS FOR DATA PRIVACY AND SECURITY



Pursuant to New York State Education Law §2-d, parents, legal guardians and persons in parental
relation to a student are entitled to certain rights with regard fo their child's personally identifiable.
information, as defined by Education Law §2-d. This document contains a summary of such rights.

1)

2)

3)

4)

5)

A student's personally identifiable information cannot be sold or released for any
commercial purposes.

Parents/guardians have the right to inspect and review the complete contents of their child's
educational records maintained by the Quogue Union Free Central School District.

State and Federal Laws protect the confidentiality of personally identifiable student
information, and safeguards associated with industry standards and best practices, including,
but not limited to, encryption, firewalls, and password protection must be in place when data

is stored or transferred.

A complete list of all student data elements collected by New York State is available for
review at the following website:
Jwww.pl2.nvsed.gov/irs/sirs/documentat
Or by writing to:
Office of Information & Reporting Services
New York State Education Department
Room 863 EBA,
89 Washington Avenue
Albany, NY 12234

Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed to:

Jeffrey Ryvicker
P.O. Box 957
Quogue, N.Y. 11959

jryvicker@quogueschool.cotn
(631) 653-4285

Chief Privacy Officer

New York State Education Department 89
Washington Avenue

Albany, NY 12234

Email: CPO@mail.nysed.gov

Each contract with a third-party contractor which will receive student data, or
teacher or principal data will include information addressing the following:

a. The exclusive purposes for which the student data or teacher or principal data will be
used.



b. How the third-party contractor will ensure that the subcontractors, persons or
entities that the third-party contractor will share the student data or teacher or
principal data with, if any, will abide by data protection and security requirements.

c. When the agreement expires and what happens to the student data or teacher and
principal data upon expiration of the agreement.

d. If and how a parent/guardian, student, a student over eighteen years of age, teacher
or principal may challenge the accuracy of the student data or teacher or principal
data that is collected.

¢. Where the student data or teacher or principal data will be stored, and the security
protections taken to ensure such data will be protected, including whether such data

will be encrypted.
7) Third-patty contractors are also required to:

a. provide training on federal and state law governing confidentiality to any officers,
employees, or assignees who have access to student data or teacher or principal data;

b. limit internal access to education records to those individuals who have a legitimate
educational interest in such records;

c. not use educational records for any other purpose than those explicitly authorized in
the contract;

d. notdisclose personally identifiable information to any other party
(i)without the prior written consent of the parent/guardian or eligible student; or
(i) unless required by statute or court order and the third-party contractor provides
a notice of the disclosure to the New York State Education Department, board of
education, or institution that provided the information no later than the time the
information is disclosed, unless providing notice of the disclosure is expressly
prohibited by the statute or court order;

e. maintain reasonable administrative, techmical and physical safeguards to protect the
security, confidentiality and integrity of personally identifiable student information in
its custody;

f. use encryption technology to protect data while in motion or in its custody from
unauthorized disclosure as specified in Education Law §2-d;

g. notify the Quogue Union Free School District of any breach of security resulting in
an unauthorized release of student data or teacher or principal data, in the most
expedient way possible and without unreasonable delay;

h. provide a data security and privacy plan outlining how all state, federal and local data
security and privacy contract requirements will be implemented over the life of the
conftract;

i. provide a signed copy of this Bill of Rights to the Quogne Union Free School
District thereby acknowledging that they are aware of and agree to abide by this Bill

of Rights.

8) This Bill of Rights is subject to change based on regulations of the Commissioner of
Education and the New York State Education Department’s Chief Privacy Officer, as well as

emerging guidance documents.



3. As required by Education Law §2-d(3)(c) and Section 121.3 of the Regulations, the
District has developed the following "supplemental information" for the Agreement with the

Contractor:

a. Student Data and/or Teacher or Principal Data which the Contractor comes into
possession as part of its Agreement with the District shall be used for the following
exclusive purpose(s): Contractor will receive a roster of students to inform security

services provided pursuant to the undertying Agreement

b. The Contractor will ensure that any and all subcontractors, persons or entities that
the Contractor may share the Student Data and/or Principal or Teacher Data with will
abide by the terms of the Agreement, this Supplemental Agreement, and the data
protection and security requirements set forth in Education Law §2 d and Part 121 of

the Regulations.

c. The duration of this agreement coincides with the duration of the parties'

underlying Agreement, which s currently set to expire on June 30, 2025. When the
Agreement between the District and the Contractor expires or terminates, the
Contractor shall destroy any Student Data and/or Principal or Teacher Data that the

Contractor may have.

d. The District and the Contractor hereby agree that the Student Data and/or
Principal or Teacher Data shall be stored in the following manner: Contactor shall not
store and/or collect any Student data other than a roster of students, which shall be
maintained in paper forms only (and not electronically). All paper copies of the roster

of students shall be stored in a secure location.

4, As required by Education Law §2-d(5)(e), the Contractor hereby agrees that any
officers or employees of the Contractor, including any subcontractors or assignees, who have
access to Student Data or Teacher or Principal Data will have or will receive training on the

Federal and New York State laws governing confidentiality of Student Data and/or Principal
or Teacher Data prior to receiving access.

As required by Education Law §2-d(5)(f)) the Contractor hereby agrees that it
shall:

a. Limit internal access to education records to those individuals that are
determined to have legitimate educational interests;

b. Not use the educational records for any other purposes than those explicitly
authorized in the Agreement or this Supplemental Agreement;

c. Except for authorized representatives of the Contractor to the extent they are
carrying out the Agreement or this Supplemental Agreement, not disclose any
Personally Identifiable Information to any other party:



i.  Without the prior written consent of the Parent or Eligible Student; or

ii.  Unless required by statute or court order and the party provides a
notice of the disclosure to the State Education Department, District
Board of Education, orinstitation that provided the information no
later than the time the information is disclosed, unless providing
notice of the disclosure is expressly prohibited by the statute or court

order.

d. maintain reasonable administrative, technical and physical safeguards to protect
the security, confidentiality and integrity of personally identifiable student information

1n its custody;
Breach and unauthorized release of Personally Identifiable Information:

a. In accordance with Education Law §2"d(6) and Section 121.11 of the
Regulations, the Contractor shall be required fo notify the District of any breach of
security resulting in an unauthorized release of Student Data and/or Principal or
Teacher Data by the Contractor or its subcontractors or assignees in violation of
applicable state or federal law, the Parents Bill of Rights for Student Data Privacy and
Security, the data privacy and security policies of the District and/or binding
contractual obligations relating to data privacy and security, in the most expedient way
possible and without unreasonable delay. The District shall, upon notification by the
Contractor, be required to report to the Chief Privacy Officer, who is appointed by the
State Education Department, any such breach of security and unauthorized release of

such data.

b. In the case of an unauthorized release of Student Data, the District shall notify
the Parent or Eligible Student of the unauthorized release of Student Data that includes
Personally Identifiable Information from the student records of such Student in the
most expedient way possible and without unreasonable delay. In the case of an
unauthorized release of Teacher or Principal Data, the District shall notify each
affected Teacher or Principal of the unauthorized release of data that includes
Personally Identifiable Information from the Teacher or Principal's annual professional
performance review in the most expedient way possible and without unreasonable

delay.

c. In the case of notification to a Parent, Eligible Student, Teacher or Principal
due to the unauthorized release of student data by the Contractor, or its subcontractors
or assignees, the Contractor shall promptly reimburse the educational agency for the
foll cost of such notification, as required by Education Law §2-d(6)(c).

Miscellaneous:

a. The District and Contractor agree that if applicable laws change and/or if the
Commissioner of Education implements Regulations which affects the obligations of
the parties herein, this Agreement shall be deemed to incorporate such changes as



necessary in order for the District and the Contractor to operate in compliance with the
amendment or modified requirements under the applicable laws or regulations.

b. Any ambiguity in this Agreement shall be resolved in favor of a meaning that
permits the District to comply with the applicable laws or regulations,

c. Nothing express or implied in this Agreement is intended to confer upon any
person other than the District, Contractor and their respective successors and assigns
any rights, remedies, obligations or labilities.

IN WITNESS WHEREOY, the Parties hereto have duly executed this Agreement.

ALLIED UNIVERSAL SECURITY QUOGUE UNION FREE SCHOOL
SERVICES DISTRICT
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